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ESTABLISHING A CONTINUITY OF OPERATIONS
PLANNING PROGRAM

. COOP OVERVIEW

. What is Continuity of Operations Planning?

. Why Establish a Continuity of Operations Plan?
. What is Needed?




WHAT IS CONTINUITY OF OPERATIONS PLANNING?

= Process to identify Essential Functions (EF) and develop action plans
and strategies to maintain patient care, facility services and business

operations;

= Continuity of Operations plans identify:
= Risks and measure impact to operations;
= Essential functions and impacts of interruptions;
= Supporting activities needed to maintain functions;
= Recovery objectives and strategies.
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Presentation Notes
Plans, procedures and resources established to maintain and/or recover mission critical processes and services impacted by an event causing an interruption of normal healthcare delivery operations;
Developing capabilities to resume business functions to a normal state after a period of time post event;
COOP will be used in addition to the Emergency Operations Plan (EOP) to resume/return business functions to a normal state;
The COOP plan is a dynamic tool providing information regarding:
Critical Business Processes;
Critical Equipment and Resources;
IS Applications;
Staff Positions;
Critical Records;
Departmental Dependencies.



WHY ESTABLISH A COOP PLAN?

Ensures critical planning gaps, and budgetary and management
challenges are identified and addressed;

Protects patient safety; ensures access to care;

Recognizes and protects the business and investments of the hospital
in order to:

= Maintain market share in highly competitive environment;

= Maintain revenue and profitability by continuing to provide and
bill for services in a timely manner;

Meets regulatory and accreditation standards.
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Ensures ability to continue to our core mission
Establishes effective plans
Identifies measureable risks
Mitigates economic impacts & controls recovery costs
Improves patient safety
Exceeds compliance with regulations
Protects investments and assets



WHAT IS NEEDED?

= Executive support to ensure organizational awareness and
participation;

= Project leadership by Steering Committee;

= Announcement summarizing objectives, planning roles and
participant expectations;

= Simple, clearly defined planning processes:
= Project planning tools to define milestones and resources;
= Data gathering and documentation tools and templates.


Presenter
Presentation Notes
COOP is treated as a process, not a project;
Pragmatic approach: 
Plans start simply and increase in sophistication:
Prioritize and implement projects in phases based upon the best use of time and money; defer capabilities of marginal use… Lay out a maturity roadmap;
Program and processes should be scalable. 
Methods are based on a proven, certifiable discipline;
Operational structure and tools should conform to day-to-day business model as much as possible
Established emergency management activities and protocols are interwoven into the COOP process.



ESTABLISHING A CONTINUITY OF OPERATIONS
PLANNING PROGRAM

. PLANNING PROCESS

. ldentify Mission Essential Functions

. Data Analysis: Risk Analysis & Business Impact Analysis (BIA)

. Determine Continuity Plan Priorities
. Develop Additional Elements of Continuity Plan




COOP PLANNING OBJECTIVES

= Ensure continued performance of essential functions;

= Reduce loss of life/minimize damage;

= Ensure succession to office of key leadership;

= Reduce/mitigate disruptions to operations;

= Protect essential assets;

= Achieve timely recovery/reconstitution;

= Maintain TT&E program for validation and improvement.
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Continuity planning includes:
Activities of individual departments to ensure that their essential functions are performed
Plans and procedures to ensure that essential functions are performed.  
Tests, training, and exercises essential for ensuring a viable COOP capability



IDENTIFY ESSENTIAL FUNCTIONS

= Essential Functions (EF):

= Clinical and business activities that cannot be deferred and must
be performed continuously or resumed quickly;

= Key planning factors necessary to determine care delivery,
staffing, communications, essential records, facilities, etc.

= Distinguish between essential and important (non-essential)
functions:

= |dentify activities that can and cannot be deferred,;

= Deferring non-essential activities free up resources that can be redirected to
those that cannot be deferred.
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Mission Essential Functions 
Those functions that enable an organization to provide vital clinical and business services.  
Must be performed continuously during an event or resumed within 12 hours of an event.
Need to be maintained for up to 30 days after an event or until normal operations can be resumed.
Essential functions are the important/urgent activities that cannot be deferred during an emergency and must be performed continuously or resumed quickly following a disruption.
They serve as key continuity planning factors necessary to determine appropriate care delivery, staffing, communications, essential records, facilities, training, and other requirements
There is a distinction between essential and important (non-essential) functions;  
Activities that can and cannot be deferred should be identified.  Deferring non-essential activities free up resources that can be redirected to those that cannot be deferred.


DATA ANALYSIS

= Review HVA to identify threats and risks to operations and
infrastructure;

= Business Impact Analysis (BIA) results in prioritization of EFs:
= Develop work plan for conducting the BIA;
= Review operations within each department;

= |dentify all departmental EFs and their Essential Supporting
Activities (ESA);

= Analyze data and rank according to priority.



DETERMINE CONTINUITY PLAN PRIORITIES

= Focus on rapid resumption of the health care organizations EFs and
their Essential Supporting Activities (ESA);

= Once primary EFs are identified, it is important to be able to
accomplish the critical activities needed to support their execution.



DEVELOP ADDITIONAL ELEMENTS OF PLAN

= Orders of Succession

= Delegation of Authority

= Continuity of Facilities

» Continuity Communications

= Vital Records Management

= Plan for Human Resources

= Plan for Devolution of Control

= Plan for Restoration/Reconstitution
= Maintaining Continuity Readiness
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. ESSENTIAL FUNCTIONS &
BUSINESS IMPACT ANALYSIS

. ldentify Essential Functions (EF)

. Conduct Threat & Risk Analysis

. Conduct Business Impact Analysis (BIA)
. Determine Continuity Priorities




IDENTIFY ESSENTIAL FUNCTIONS

= Primary essential functions (EF) of the health care organization:

Activities that enable an organization to provide vital clinical
and business services;

Cannot be deferred;
Must be performed continuously or resumed quickly;

Key planning factors to determine appropriate care delivery,
staffing, communications, etc. essential records, facilities, etc.
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Healthcare Primary Essential Functions (EFs) - Health care services which must be:
Continuously performed or resumed within 12 hours
Maintained for up to 30 days or until normal operations are resumed.
Those functions that enable an organization to provide vital clinical and business services.
Distinguish between essential and important (non-essential) functions. Deferring non-essential activities free up resources that can be redirected to those that cannot be deferred.



CONDUCT THREAT & RISK ANALYSIS

= Review HVA to identify threats and risks that pose a hazard to the
operations of the hospital and IT infrastructure.



CONDUCT BUSINESS IMPACT ANALYSIS (BIA)

= BIA data informs strategic and financial decisions.

= Systematically measures impact if functions and processes cannot be
performed.

= |dentifies, prioritizes and documents essential functions and relative
importance of departmental processes and resources

Business Processes Technology & Equipment
Equipment or Resources Departmental Dependencies
Staffing Positions Financial Impact

Data & Records
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BIA is foundation for COOP and Recovery Planning. 
Use BIA data to inform strategic and financial decisions and decide which resources will be applied to the program.
Without a BIA, the organization runs the risk of overcommitting or underestimating the resources required to respond to a disaster or business disruption
Systematically measures the potential impact if function, process was unable to be performed
Establishes the escalation of that loss over time, 
Identifies the minimum resources needed to recover, 
Identifies the Recovery Time Objective (RTO) - Maximum duration of service or application outage before significant operational, patient care or family experience impacts occur.
Prioritizes the recovery of processes and supporting systems
Identifies Recovery Point Objectives (RPO) - Maximum amount of tolerable data loss.
Results in the identification and prioritization of essential functions and relative importance of departmental resources and processes. Examples:
Critical Business Processes
Critical Equipment or Resources
Technology & Equipment Critical Processes
Staffing Positions
Critical Records
Departmental Dependencies
Financial Impact



DETERMINE CONTINUITY PRIORITIES

= Once EFs are identified, must be able to accomplish the critical
activities needed to support their execution;

= Focus on rapid resumption of EFs and their Essential Supporting
Activities (ESA);

= Use data to make decisions to reduce risks that will have the greatest
adverse impact.



ESTABLISHING A CONTINUITY OF OPERATIONS
PLANNING PROGRAM

. GOVERNANCE & PROJECT MANAGEMENT

. Continuity Steering Committee

. Continuity Planning Committee & Program Coordinator

. Project Management — Key Planning Committee Activities
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Best practices demonstrate that an effective continuity program requires a governance structure and system for project management. 



CONTINUITY STEERING COMMITTEE

= Members include executive sponsor and key leaders:
= COO, CNO, CMO, CIO; VP Facilities, VP HR, EM, etc.

= Responsible for determining objectives and priorities, recovery
solutions, risk mitigation strategies etc.;

= Appoint a Continuity Program Coordinator and Planning Committee
to execute project activities;

= Arrange for an announcement summarizing objectives, planning roles
and participant expectations.
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Steering Committee roles may include:
Define project scope; establish objectives and milestones
Identify key project personnel; Assess time/resource demands
Identify project costs; ensure budgetary support; 
Establish a planning team (see Continuity Committee)
Arrange for an announcement to the organization summarizing planning roles and expectations – both budget and participation
When conducting BIA and developing continuity plans, they will determine the final objectives, use the data to inform strategic and financial decisions and decide which resources will be applied to the program.
Establish policy by determining how the organization will manage and control identified risks;
Allocate knowledgeable personnel and sufficient financial resources to properly implement BCP;
Approve COOP plan
Ensure COOP plan is reviewed and approved at least annually;
Ensure employees are trained and aware of their roles in the implementation of the COOP plan;
Review COOP testing program and results on a regular basis; and
Ensure COOP plan is continually updated to reflect the current operating environment.


CONTINUITY PLANNING COMMITTEE &

PROGRAM COORDINATOR

= Led by Continuity Program Coordinator;

= Members include key operational and department leaders:

= Materials Management, Support Services, Finance,
Risk/Compliance, IT, Security, ED, HR, Nursing etc.

= Responsible for executing projects and activities:
= |ldentify project participants; Provide education on planning
objectives, data gathering and tools;
= Oversee and ensure completion of data gathering and other
tasks assigned to project participants.



PROJECT MANAGEMENT

Key Planning Committee Activities:

ldentify organization’s primary essential functions (EF);
Develop a work plan for conducting the BIA;
Collect list of depts and associated cost centers from finance;

Educate department leaders on objectives and how to complete
business continuity profile;

Review with each department their EFs that support the
hospital’s primary EFs, and identify all essential supporting
activities needed for their execution;

Oversee completion of business continuity profiles.



ESTABLISHING A CONTINUITY OF OPERATIONS
PLANNING PROGRAM

. PROJECT MANAGEMENT: ACTION PLAN

. ldentify Essential Functions (EF)

. Conduct Business Impact Analysis (BIA)

. Review Data & Capabilities

. Develop Strategies and Integrated Plan Framework




CONTINUITY STEERING COMMITTEE

= |dentify the health care organization’s Essential Functions (EF);

= Conduct Business Impact Analysis (BIA):
= Develop a work plan for conducting the BIA;

= Review with each department their EFs that support the
organization’s primary EFs, and identify all Essential Supporting

Activities (ESAs) needed for their execution;
= Complete business continuity profiles.
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CONTINUITY STEERING COMMITTEE

= Review Data & Capabilities:
= Review BIA and HVA findings;

= Use data to make decisions to reduce risks having the greatest
adverse impact;

= Examine 96-hour capabilities and strategies for ensuring
continuity;

= Meet with facilities, supply chain and IT to understand
capabilities and integration points.
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CONTINUITY STEERING COMMITTEE

= Develop Strategies & Integrated Continuity Plan:

= Determine strategies and requirements for continuity of
operations, alternate locations and mobile capabilities;

= Solicit cost estimates for selected alternate site, mobile and

disaster recovery strategies; Present recommended strategies
and pricing options for approval;

= Develop approach to align/integrate emergency operations, IT
disaster recovery and COOP plans;

= Develop additional elements of continuity plan.
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Develop Strategies and Integrated Plan Framework
Develop Strategies
Determine strategies and requirements for continuity of operations + alternate locations in the event the primary location is unavailable
Explore requirements and options for mobile capabilities
Solicit cost estimates for selected alternate site, mobile and disaster recovery strategies
Present recommended strategies and pricing options for approval
Develop Integrated Plan Framework
Develop format and approach to align and/or integrate emergency operations, IT disaster recovery and Continuity of Operations plans
Utilize BIA data to inform IT disaster recovery
Develop Additional Elements of Continuity Plan
Orders of Succession
Delegation of Authority
Continuity of Facilities    
Continuity Communications 
Vital Records Management  
Plan for Human Resources
Plan for Devolution of Control
Plan for Restoration/Reconstitution 
Maintaining Continuity Readiness
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