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Purpose & outline

The purpose of this presentation is to inform members of the Central 
New York Hospital Emergency Preparedness Coalition about the 
security assessments the Cybersecurity and Infrastructure Security 
Agency can perform.

Outline

Who we are

Assessments

Other ways we can help
2
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Who we are
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Threats
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Espionage

Sabotage

Criminals
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Protective Security Advisors

Five mission areas:

 Security assessments

 Share information

 Security of soft targets and crowded places 

 Bombing prevention and other training

 Special events and domestic incident support
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Security assessments
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 The Cybersecurity and Infrastructure Security Agency (CISA) conducts assessments 
of physical security and resilience on critical infrastructure facilities.

 Assessments are free.

 Assessments are voluntary.

 Information is protected from disclosure by federal law.

 The tool CISA uses is called the Infrastructure Survey Tool, or “IST.”

Overview
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Protected Critical Infrastructure Information

PCII protects info from release from:

Freedom of Information Act requests

State, local, tribal, territorial disclosure
laws

Use in civil litigation

Use for regulatory purposes
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Security surveys and assessments

 Detailed assessments of critical infrastructure (one day)

 Security walk throughs for smaller buildings (1-2 hours)

 360-degree video captures of critical infrastructure (1-2 days)

Mass gathering assessments (1-2 hours)
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A web-based security survey

Applies weighted scores to vulnerabilities

Consistent, objective assessment

Physical Security

Security Force

Security Management

Information Sharing

Protective Measures

Dependencies

Infrastructure Survey Tool (“IST”)
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 Introductions and overview
 Walk through
 Interviews with key folks such as
 Security manager
 Facility manager
 Operations manager
 Emergency and business continuity planner(s)
 IT security
 Human resources

 Out brief
 Report delivery 30-45 days later

Conduct of the survey (6-8 hours)
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Survey Components
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The interactive dashboard compares the results of the survey to data 
collected and similar facilities.

The written report describes the facility, identifies its vulnerabilities, and 
provides options to mitigate each vulnerability.

Two-part report



Pete Owen
December 1, 2023

Dashboard report
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This example shows a facility’s Protective Measures Index (PMI) and 
compares its scores (the blue bars) to the sector averages (the gray
dots).
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PMI Dashboard Example – Closed Circuit TV

11This example shows a facility’s survey responses for CCTV and
compares its score (in blue) to the sector average (in grey).
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 Weighting and scoring was developed by a working group comprised of:
 Physical security experts
 Scientists
 Mathematicians
 Sector representatives
 Owners and operators of facilities being weighted

 Weights validated using a separate panel of representatives
 Example: Fence Protective Measures Index (PMI)

Dashboard Weighting and Scoring

 Aluminum chain link 
fence

 7 feet high
 Clear zone
 Barbed wire outriggers
 Fence PMI = 71

 Wood fence
 6 feet high
 Partial clear zone
 Fence PMI = 13



Pete Owen
December 1, 2023

SAFE Tool

 The Security Assessment at First Entry (SAFE) tool is designed to 
assess the current security posture and identify options for 
facility owners and operators to mitigate relevant threats

 The SAFE tool is suited for all facilities, including smaller ones 
such as museums, small businesses, and health clinics.
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Other ways we can help
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Active Shooter Preparedness
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 “How to Respond” resource materials
 Preparedness videos and training links
 Emergency action planning tools and templates

https://www.cisa.gov/active-shooter-preparedness

https://www.cisa.gov/active-shooter-preparedness
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Active Shooter Preparedness Training

 Videos 

 Independent study online

 In person 

Run. Hide. Fight.®

Organizational preparedness

 Online workshops

 Exercises
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“Options for Consideration” video

24

https://youtu.be/i3QBktsRKVY?si=pTyXIEGuHuxtIWWR
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Active Shooter Online Courses

IS-904: Active Shooter Prevention: 
You Can Make a Difference

 Recognize indicators and concerning behaviors

 Empathy and compassion techniques to reduce 
the likelihood an event will escalate

 Identify situations where professional help could 
be used 

 Traits of a connected, supportive work 
environment
https://training.fema.gov/is/courseoverview.aspx?code=IS-904&lang=en
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IS-907: Active Shooter: 
What You Can Do

 Actions to take when confronted with an active 
shooter (Run. Hide. Fight.®)

 Recognize workplace violence indicators

 Actions to take to prevent and prepare for 
potential active shooter incidents.

 How to manage the consequences of an active 
shooter incident

https://training.fema.gov/is/courseoverview.aspx?code=is-907&lang=en

https://training.fema.gov/is/courseoverview.aspx?code=IS-904&lang=en
https://training.fema.gov/is/courseoverview.aspx?code=is-907&lang=en
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Active Shooter Preparedness Workshops

 Scenario-based workshops to help participants prepare for active 
shooter emergencies

 Participants evaluate response concepts, plans, and capabilities in 
guided discussions

 Active Shooter Preparedness Webinar
 Tuesday, 30 January 2024, 1:00 – 3:00 PM EST

 Active Shooter Preparedness Workshop, in-person in Buffalo
 Friday, 16 February 2024, at 8:00 AM to 4:00 PM EST

https://www.cisa.gov/active-shooter-workshop-participant
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https://www.cisa.gov/active-shooter-workshop-participant
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Managing Bomb Threats 

What to Do - Bomb Threat | CISA

 Training video

 Checklist

 Guidance

https://www.cisa.gov/bomb-threats
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https://www.cisa.gov/news-events/news/what-do-bomb-threat
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Suspicious Items
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www.cisa.gov/resources-
tools/resources/unattende
d-vs-suspicious-item-
postcard-and-poster

https://about.usps.com/po
stal-
bulletin/2019/pb22529/ht
ml/info_002.htm

http://www.cisa.gov/resources-tools/resources/unattended-vs-suspicious-item-postcard-and-poster
http://www.cisa.gov/resources-tools/resources/unattended-vs-suspicious-item-postcard-and-poster
http://www.cisa.gov/resources-tools/resources/unattended-vs-suspicious-item-postcard-and-poster
http://www.cisa.gov/resources-tools/resources/unattended-vs-suspicious-item-postcard-and-poster
https://about.usps.com/postal-bulletin/2019/pb22529/html/info_002.htm
https://about.usps.com/postal-bulletin/2019/pb22529/html/info_002.htm
https://about.usps.com/postal-bulletin/2019/pb22529/html/info_002.htm
https://about.usps.com/postal-bulletin/2019/pb22529/html/info_002.htm
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Bombing Prevention Training

•Bombing Prevention Awareness
•Bomb Threat Management 

Planning
•IED Search Procedures
•Protective Measures
•Surveillance Detection
•Vehicle-Borne Improvised 

Explosive Device Detection
•BMAP Community Liaisons

•IED Construction and 
Classification 

•IED Explosive Effects Mitigation
•Introduction to the Terrorist 

Attack Cycle
•Homemade Explosives and 

Precursor Awareness
•Protective Measures Awareness
•Response to Suspicious 

Behaviors and Items

•IED Awareness and Safety
•Homemade Explosives and 

Precursor Chemicals Awareness 
Bomb Threat Preparedness and 
Response 

•Bomb-Making Materials 
Awareness: Your Role

•Bomb-Making Materials 
Awareness Employee Training

Self-paced ISTsVirtual InstructorIn-Person

What To Do
Training Videos

•Bomb Threat                  
•Bomb Searches

• Surviving a Bombing Attack                
• Suspicious or Unattended 

Item

www.cisa.gov/bombing-prevention-training-courses 29
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Cyber Security Resources

 Cyber Security Advisors

 Vulnerability Scanning

 Cybersecurity Evaluation Tool

30
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• Assess: Evaluate critical infrastructure cyber risk.
• Promote: Encourage best practices and risk mitigation strategies. 
• Build: Initiate, develop capacity, and support cyber communities-

of-interest and working groups.
• Educate: Inform and raise awareness.
• Listen: Collect stakeholder requirements.
• Coordinate: Bring together incident support and lessons learned.

Cyber Security Advisors
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Cybersecurity Evaluation Tool

 Assesses control system and information system security against 
industry standards

 Self-Administered, undertaken independently

 Benefits:
 Immediately available for download
 Standards based
Ability to drill down on specific areas and issues

https://www.cisa.gov/downloading-and-installing-cset
33
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Vulnerability Scanning

• Identify vulnerabilities directly 
accessible for exploitation via the 
Internet

• Continuous scanning with weekly 
reports and critical alerts
• Internet-accessible vulnerabilities
• Potentially risky services
• Unsupported software

34
https://www.cisa.gov/resources-tools/services/cisa-vulnerability-scanning
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Ready Business
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Guides, training, and templates to help 
businesses develop and implement 

• Emergency response plans

• Business continuity plans

www.ready.gov

http://www.ready.gov/
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For more information:

cisa.gov

Questions?

Email: peter.owen@hq.dhs.gov

Phone: (619) 733-9262
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